. Top 50 Sﬂs’cem Desiﬂn Thterview Quesi:ions_.ﬁ,

—

Pa.ge. 1 (Questions 1 - 5)

1. What is Distributed System ?
e A distributed sgs’cem is a collection of ind.ependen{'. compuf;ers
that appear to users as a singl.e. system.
o These computers communicate over a. network to achieve a
common qoal.
e It improves scalability, availability, foult tolerance and Pe.rformance.
o Examples: Google, Amazon, WhatsApp, etc.

e Difference between Vertical and Horizontal .Sco.l.inﬁ.

Vertical Scaling (Scale UP) Horizontal Scaling (Scale Out)
e Add more power (CPU, RAM, Disk) ¢ Add more servers to the system.
to a single server. * Nearly unlimited scalability.
e Limited by max capacity of ¢ No downtime (in most cases).
the server. ¢ More camplex to manage.
¢ Downtime may be required. ¢ Example: Addi more instances
» Example: Upgrading a server behind a Lload balancer.
from 8GB RAM to 32GB RAM.

3. What is Load Balancing and what are common algorithms ?

e Load Balmwins distributes incoming troffic across multiple servers.

o It prevents any single server from getting overloaded and improves
a.vaila.bilifﬂ and relfabilifs.

e Common Algorifhms:
@D Round Robin - Requests are distributed one by one in circular order.
(@ Least Connections - Request goes to server with least active connections.
@ IP Hash - Same IP always goes to the same server.
® Weighted Round Robin - Servers have different weights.
® Least Response Time =— Request goes to server with least response time.

4, Dl'.ffer‘ence, between SQL and NoSQL databases, and when to use each.

Feature SQL (Relational DB) NoSQL (Non- Relational DB)
Data Structure Table (Rows & Columns) Key-Value, Document, Column, Graph
Schema Fixed Schema Flexible Schema
Sealability Vertical Scaling Horizontal Scaling
ACID Support Full ACID Usually BASE (Eventual Consistency)
Examples MySQL, PostgreSQL, Oracle MongoDB, Cassandra., Redis, DynamoDB
When to Use When you need strong consistency | When you need high scalability,

and complex transactions. high availability and flexible data.

5. What is Caching, and where can caching be applied in a system ?

¢ Coching is storing frequently accessed data in a fast storage (cache)
so that future requests can be served quickly.

¢ It reduces latency, database load and improves performance.

* Where it can be applied:
—> Browser Cache (Static files, Images, CSS, JS)
—>  Application Cache (Redis, Memcached)
— Database Query Cache
— CDN Cache gfor content delivery)
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Pa.se 2 (Que.sl:i.ons 6 -10)

6. Expl.ain. CDN (Content Deli.veru Network) and its benefits.
*» A CDN is a distributed network of edge servers pla.ced in multiple

locations to deliver content to wusers.

¥

o Tt caches static content (i.ma.ﬂe.s, videos, CSS, JS, files) close to users.

Benefits: Reduced latency , lower bandwidth cost,
and s::aia.bilf.{:s, Pro{',ec.fs or'l.s'l.n server fmm. {:m.ffic. splkes.
Exam.PLes: CLoudf[are. CDN, AWS CloudFront,

Akamadt.

impmve.d. availab Lu{:ﬂ

=+

(e..s., www.exmplz.r.cm) into IP addresses.

What is DNS and how does it work in 555|:em d.esi.ﬂn i
¢+ DNS (Domain Nome Sastem.} translates human-readable domain names User

It works in a hierarchical and distributed manner,

Steps:

(D User enters a domain name.

(@ Browser checks cache (local DNS cache).

@ If not found, request goes to Recursive DNS
@ Resolver queries Root — TLD —> Authoritative
(B) Gets IP addréis and ritluns to the usir.
(® Browser connects to the server using IP.

Resolver.

DNS  Server.

¥ e
Browser T —=--—> Local DNS
v
Recursive —-=->
DNS Resolver F
W
(';J;b Ai:::.:) pih it
DNS Server

8. What is a proxy vs a reverse proxy ?

* Acts on behalf of clients.
e Hides client IP from the server.
¢ Used for caching , access control, anonymity.

- Excl.m.PLe: CarPoraJ:E. Froxa, browsar Pr‘oxs

Proxy (Forward Proxy)

RGUE.I‘S e PI"DX ﬂ

¢ Acts on behalf of servers.

* Hides server detoils from clients.

¢ Used for load ba.[a.m:a'.ns, SS5L termination,
caching , security.

. Exa.mple Nsmx HAPerbt

Smer 1
Client Prox Client Reverse
— d - —>| Server 5 r 2
9\ (Forward) R meﬂ “
Senver 3
9 Di.ffercnc.e between La.iem:tj and. fhrouahpu’c,
La.'['.em:q Throuﬂhput
e Time taken for a s:'.n.sbe raq_west from. start o Number of rea'uesl:s Prer.essul per unit time.

to finish.
e Measured in ms (milliseconds).
Lower late.nc:.j is better.

Example: API response time, page load time.

e Measured in RPS (mc"ue.s.l:.s per second) .

. Hiﬂher throu.shfaui: is better.

. Exa.mpl.e.'. Server can handle 1000 RPS.

10. What is database i.nd.exinﬂ ond how does it improve Pe.rfornw.nc.e. 7
Inde.xi.ng is a data structure that improves the spezd. of data retrieval oPe.ra.fLons.

It works Llike the index in a book.

Instead of scanning the entire table, database uses the index to locate

rows faster.

Improves performance for read-heavy queries (SELECT, WHERE, JOIN, ORDER BY).
Trad.e.—off: Uses extra 5+_ora.3e. and slows down write operations (INSERT, UPDATE, DELETE).
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. Expl.ai.n the client - server architecture model .

e Jt s a c.ompu‘l:Lns model where clients requ.e.sf'. services
or resources from servers .

* Clients send requests and servers process them
and send back responses.

¢« Tt enables centralized data rrmnasemen{: i securl‘l:ﬂ
and eas y maintenance .

* Examples: Web applications , Email services, File servers.

12. What is an API Ga.{:ewa.a and whj is it used ?

« APIL Ga.{'.ewa.ﬂ is o server that acts as a single entry point
for all client requests .

o« It routes re.q’ues{:s to a,PProPrLa.{'.e. microservices .

* It handles authentication , authorization , rate Llimiting,
rrwnitori.ns ; Lossi.ns ! ca.chi.n.g o ete,

. Be.n.efits: SLmPLLfLe.s client communication , improves sacurttﬂ ,

and. Provf.d.e.s centralized control .

13. Difference between REST and GraphQL.

REST GraphQL

e Uses multiple endpoints for d.i.fferen.t s Uses a si,nslz endpoint for all requests.

resources.

° Over—fe.fc.hi.ns and. unde.r~fe.‘|:c|m'.n3
of data can occur.

Client re.cluests onlg the data it needs.

* Uses HTTP methods (GET, POST, PUT, DELETE).[ « Uses a single HTTP method (POST).

. Versi.oni.rtﬂ is rweqll.u.r‘ed. = No versioning , schema. is seif-d.escrip‘ci.ve..

o Examples: Twitter APL, GitHub REST APIL. | « Example: Facebook, Sl’LDPL]cH

14. What is database replication and wha s it needed ?
. Re.pl.ica.ﬁ'wn is the process of u:.opﬂins data from one database
(master) to one or more databases (repLLca,s).
e It improves availability, read scalability and disaster recovery.
. Tbtpe.s i (1) Master - Slave Rep!.icaii.on
@ Master— Master RepLica.‘!‘.Lon
e Use Case: Handle read-heavy workloads, backup and failover.

15. What is database sharding and how is it different from partitioning ?
. Sha.rdins is horizontal sc.a.LLn.g where data is distributed across
I"I"I.U..‘l.'.i.PI,.e databases /servers based on a shard keﬂ.
* Partitioning is splitting a table into smaller parts within the
same database.
—r Slw.r'dingz Across mu.H:i.PLe; databases /servers .
—> Partitioning : Within the same database.
— Sha'rd"'ns i,m;:rove.s sc.o.Lo,bi.l,LtH and handles Laraer data. .
— Partitioning improves performance and manageability .




16. What is the CAP theorem and how does it a.ﬁ:ed: design decisions ?
e CAP theorem states that a distributed system can onluj quarantee
two out of the foliowi.nﬂ three Prope:ri:ie.s at the same time.
@ Consistency — All nodes see the same dota at the same time.
@ Availability — Every request gets a response.
@ Partition Tolerance - Sﬂsf.e.m continues to work d.aspi.l:e network
Pa.rtii‘.ions.
¢ Design decisions depend on which two are more important for the system.
¢ Examples: CP systems (e.s., HBase), AP systems (e.g., Cassandra),
CA systems (rare in distributed systems).

i+, Stron,g consi.s’ce.nca vs eventual con.si.s’cencH.

Strong Consistency Eventual Consistency
o All reads return the most latest write e Data will be consistent eue.ntuaﬂ.H y
across all nodes. not immediately .
e Data is consistent at all times. e Higher availability and better performance.
s |ower a.va.i.l.abilil:ﬁ and. hi.sher la.’canca - ° Tempora.ra inconsistencies may occur.
¢ Example: Banking systems, Inventory * Example: Social media feeds, DNS,
rrwmﬂemeni : Shop]::i.nﬂ carts .

18. What is a message queue = Kmfko. vs RabbitMQ, when to use which 7

Feature Ka.fka RabbitM g
Model Publish-Subscribe (Lag based) Message Broker (Queue based.)
Performcmce High throughput , optimized for scale | Good far smaller scale
Persistence Messo.ses stored on disk Messa.ses can be persistent or in-memory
Ord.eri.nﬁ Ordered within a Pa.r{'.l'.ﬂcn. Ordered within a queue
Use Case Real-time. :r.|:'4'e:a.¢'|f|,l'.rl.sJ events | Loss, Task queues , ba..cksraund ‘jobs,

analytics pipelines microservices communication
When to Use Hiﬂh volume , real-time data s{:reu.mi.nﬁ Reliable message d.ef.i.verﬂ, task queues ,
c.ompl,ex rou.l:t'.ns

19. Explain consistent hash.i.n.s and where it's used.
e (Consistent hashmﬂ is o technique used to distribute data across nodes
in a distributed sasfem..

e When o node is added or removed, onl,g a small Pnr’l:i.on of kztjs Node 5 Keys are mapped
need. to be redistributed . fﬂ the next noda
e Tt minimizes data movement and improves 5mln.bi.[.ii3. :r::m e
¢ Used in: Distributed caches (c.s., Redis Cluster), Load balan:.ms, Nods & Node 3
CDN, Databases.
20. Ssnchrorwu.s Vs u.samhrorwus communication
Synchronous Asynchronous
o Client waits for the response from the server. | o Client does not wait for the response.
* Communication happens in real-time. ¢ Communication happens in the background .
s BLoc.k.a’.nS — The client is blocked until ® Non—bl.ccki.na — Client can continue other work.
response is received . . Exa.mpLe: Messa.ae queues , Event - driven sasﬁem&,
. Exn.mp[e_: REST APIs, RPC calls. Webhooks .




21. What is a distributed lock and whﬂ is it needed 7
A distributed lock is o mechanism that ensures orJ.H one process or

instance can access o shared resource ot a time across multiple Client 1 Client 2
machines . (Lock Request)
s T# Freven.l:.s issues like race conditions, d.ul:.li.ca.l:e. Frocessin,ﬂ 3
and. data inconsistencies. Distributed
* Common implementations: Redis (SETNX with expiry), Zookeeper, Lock Service
P (5.3,, Redis)
e Use Cases: Sch&duunﬂ Jobs s irwentcrﬁ chioies , leader election, i
Pre.venti.ns d.uPli.ca.te. Pa.ﬁrm.nis (g:::“:i ’:E::s:
at a time)
22. Explain database transactions and ACID properties.
e A transaction is a sequence of one or more database operations
treated as a 5i.n.3|.e unit of work .
« ACID properties ensure reliable processing of transactions .
Atam.i.ci.l‘.s All opemi:iom in a transaction are comPieted. su.ccessfuu.s,
or none are applied.
Consi.s‘tem:ﬂ Transaction bri.n.as the database _from. one valid state
to another, maintaining integrity.
Isolation Concurrent transactions do not interfere with each other.
Duro.bilﬂc:.j Once o transaction is committed , ckcmﬁes are Psrmnnent
even. in case of _foil.ures.
23. What is idempotency, and why does it matter in API design ?
e Id.empotencH means that m.ultiPle identical rec‘uesl:s have the same
z Same Request
effect as o single request. Caith s ckia __>—> .
e It s Lm.Por’cant in APIs to handle retries sa.feLd without ca.usmﬂ Tdempotency Keﬂ) >
duplicate operations . l
e How: Use Ld.em?oi:en.CH kgas, unique requ,est IDs, or versioning . Process Dvice
L] Exo.mPLe: Pa.ﬂment API should not ci'm-rge the user rruz[‘f’.lple. times Return Same Response

i.f the same re.que.sf. is retried .

24. Expla.i.n. the leader election Prche.m in distributed sHs’ce.ms ; @
e In o distributed system, leader election is the process of selecting B o

one node as the leader among  many nodes . @ﬂ i .‘L. (sl
. ~ ible rdinating tosk igning work S ==

The leader is respons _for coo ing tosks, assigning ; : %k i Elected

or managing resources . sl (N1i)
* Challenges: Network failures, split-brain, and ensuring only one leader. @ = @
e Solutions: Zookeeper, eted, Raft, Paxos.

25. Monolith wvs microservices architecture.

Monolith. Architecture Microservices Architecture
e Entire application is built and deployed as a single | o Application is divided into small, independent
unit . services .
* All components share the same codebase and o Each service has its own codebase and database.
database . * Easier to scale, deploy and maintain.
* FEasier to develop and deploy initially. * More complex due to distributed nature, network
s Harder to scale and maintoin as the application calls, and data cansi.sl:e,m:ﬂ_
grows .
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26. What is a circuit breaker Pa.{'.{'.am and wha is it used 7
e Circuit Brecker is a d.esi.sn. Pa.H,e.rn. used to detect fa.i.l.l.x.res in
external services and Prevenl’. continuous requ.e.sts to a fau.h.nﬂ
service . Failure
Threshold
« It improves 5Hs+.em. resilience and Preven{:s ca.sca.d.l.nﬁ j:a.iiures. Reached
o It has three states. Closed m Open
. ( Requests ( Requests
(@ Closed — Normal opemhon, requ.esﬁs pass through. Pass) Blocked)
@ Open — Failure detected, requests are blocked. A
@ Ha.].f-OPan. — Limited reqyuesfs allowed to check Lf service /
is recovered . Sy HaLf-OFen. Failure
(Test Timeanl
* Used in microservices, API calls, databaoses, f.erd-Par’:H services . Requsts:}
27. What is datebase denormalization and when should you use it ?
* Denormalization is the process of add.i.r'.ﬂ redundant data or combi—r‘lin.ﬁ
tables to reduce ‘joi.n_s and i.mprave read Pe.rformance.
o Tt increases read sPe.e.cL but may a.ffect write Performa.n.c.g and
dato ccnsi.stenc\nj.
e Use it when:
—> Read ape.mﬂon.s are very fre%u,em{:.
—» Performo.n.ce is critical .
— Data c.lu.r-.ﬂe.s are Lrtfrequ.eni:.
—> ReFor{:i.n.s and o.na.l.ﬂ{:ic.s :1u.e.'ri.e.s.
28. ExPla.i.n opﬁmis{'.i«c. Vs Pessi.m.i.sfi.c locking .
Gpti.mi.sti..c Locki.ns Pessimistic Lockin.s
Assumes conflicts are rare. Assumes conflicts are frequent.
No locks during read. Locks data during read/ write .
Checks for conflict d.u.ri'.rus commit . Prevents others from accessing locked data.
Better for rga.d.—he.a.va sHs{:ems. Better Jtcar write-hmv& s‘LjsJLem.s.
Example: Version number, Timestamp. Example: DB row locks, SELECT FOR UPDATE.
29. How does Ka.fka. ensure message ordering and fa.u.ii tolerance at scale ?
. Ka._]cka. ensures ar'd.erinﬂ bﬂ maml:mmts order within a Fo.rﬁ{:i.an.
« All messages with the same kes g0 to the same P:u'JcLl:i.orL.
» Each Par’ci.t'wn is rePLim{'.e.d across mH‘.LFLe brokers for fa.u.l.{‘. tolerance .
e If a broker Jfa.ils, leader election happens and a replicn becomes the new leader.
e Uses u.ckrwwledﬂmant (acks) and ISR (In.-sltjn.c Repl.i.cn.s) to ensure d.ura.bill{'.tl.
30. Expla.i.n. the concept o_‘f quorum in distributed databases .

Quorum s the minimum rumber o_f nodes that must agree on a read or write
ol::era.{‘i.an for it te be su.c.ce.ssfu.l..

It |'m|.|:=s maintain c.on.s'l.s’t.erwﬂ and a.vo.LLa.bi.li.fﬂ.

Types:

— Read Quorum (R): Minimum nodes re.q,u.i.red. to read.

—  Write Quorum (W): Minimum nodes requirei to write.

Rule: R+ W > N (N = total rumber cf nodes )

Exa.m.Ple.: In a 5-node 5ﬂsfem., Lf R=3 and W=3, thea R+W=6 > 5.
Used in 535&#&5 like Cassandra, DﬂmmDB,




32. What is eventual consis’cenca and where is it used 7
e Eventual con.sl.sf.ent.ﬁ s a c.on.si..s’{.enc.a model where the sasl:e.m

will become consistent over time, given thal no new updates Client
are made .
e Tt allows for &mp-orcr.rﬁ inconsistencies to i.umve ava,i.La,bL{J,tH _
and Pu.r{:.i.ti..on tolerance . Write to H'opaﬂahm knppen.s
Mhrmu ¥
e Data may be inconsistent :Fcr a short Peri.od. a.f{’.er a write . Server A :ﬁ :ﬁ A
s lUsed in s55ﬁem.s that Priori.h'.ze a.vai.[.a.b‘r.li.f.s and Pa.rbi.ti.on o ‘\\ T o
tolerance over immediate CO?'LELS{'.EMS i Y

K t
. EmeLgs: DNS, Ca.ssa.n.dra., Dan.a.maDB, Amazon S3. SR Sivvar G

33. What is load bal.an.c.m.a and. what are its {',spes ?

* Load balancing distributes incoming traffic across multiple servers
to ensure no single server is overwhelmed.

« It i,mproves cwaﬂabi.uﬁld A s-;al.a.bilttﬂ and rel.i.a.bi.lj.l:tl,

* Types:
@ Round Robin — Distributes rect_u.es{:s sea‘u.e.nﬂaua.
(@ Least Connections — Sends request to server with least active connections.
@ IP Hash — Uses client IP to determine the server.
@ Least Respcn.se Tume — Sends r'ectus.sl; to server with Llowest response time .
® Weiahfed. Round Robin — Distributes based on server wai.ﬁh{.s.

34, Expla.'m. the d,i.ffe.rence between vertical smli.n.s and horizontal scaLLnﬂ.

Vertical Scaling (Scale Up) Herizontal Scaling (Scale Out)

e Add more power (CPU, RAM , sbaruﬂe) to o Add more servers (nodes) to handle
an estl:Ln.S server . increased load .

* Limited by the capacity cf a single machine. | Almost unlimited scalability .

e Downtime may be re.a‘u.i.red.. . Hifsh. a.va.i.l.a.bi.li.l:a and. fa.ul‘l: tolerance .

e (Cost increases r.bu.ucklﬂ at HA'.SH scale . ¢ More cos!'.—effecti.ve at la.rﬂe scale .

. Exo,m.FLe.: Upsradinﬁ a server from 8GB . Exampl,e.: Add.l.nﬂ more instances behind
RAM to 32GB RAM. o load balancer.

35. What is caching and what are the different caching stra!:e.si,e,s?

* Caching stores frequently oaccessed data in a fast storage layer
to reduce latency and load on backend systems.

e It improves response time and scalability.

¢ Caching Strategies :
(@ Cache Aside (La.zg Laa.d.t'.ns) = APP checks cache fi.rst, Lf miss , load ffnm DB and upcla.h. cache .
@ Read T|'Lrou.5k". — Cache handles read and loads data fmm. DB on cache miss.
@ Write Through — Data is written to cache and DB simultaneously.
(@ Write Behind (Write Back) — Data is written to cache first, then to DB asynchronously .
@ Refresh Ahead - Cache is mfrr.shecl befor‘e. expi,mii.on.




36. Design a URL Shortener

Reﬂui.rements Hiﬂh Level Desi.ﬂn. Diasmm.

* Convert L°"'3 URLs to short URLs.
* Redirect short URLs to original URLs.
* Track r:.\.nq.tﬂﬂr.s (clicks, time, location etc.).

Client
(Web / Mebile / Browser)

High Level Design - Key Components

« Client - Web / Mobile / Browser Create Access
Short URL Short URL
s API Ga.kewaa - Handles all requests \ v
e URL Service - Generates short code, | Eﬂ] APT Gatewu.ﬂ
stores and fetches URLs
* Database - Stores mapping of short !
URL — long URL )
, F URL Service
¢ Cache (Redis) - Fast lookup for redirects
. An.a.l.ﬂi:i:.s Service - Tracks and stores /
click metrics
o Load Balancer = Disbributes troffic e v e
across services Cache mﬂb =
: Database Service
. (Redis)
How it works (Short URL -
1. User submits a long URL. Wt PRty !
2. Sﬁstem sem:mtes a short code and stores
mappins in DB (and cache). Anulﬂtit.s
3. When short URL is accessed, sssbem fe‘!:dms Database

ori.sirml URL and redirects.
4. Analytics service records the click.

37. Desi Rate Limit
e U e g Hi.ﬂh Level De.si.ﬁn Diaaram

Reg uirements

= Limit the number of rearuests from a user/IP Cliank
within a given time window . {liser '{AT’P}
* Prevent abuse and ensure system stability.

e Should be fost and scalable. v
{ APL Gateway / Middleware }

anjh Level De.s;gn - KeH Compcnzn{ts (Rets Linvctad)

+ Client - Application / User

« API Ga.{:ewaﬂ [/ Middleware - Infer‘cepts
and checks requests

* Rate Limiter Service - APPLLes rate LLmL{.i.nﬁ

Within Limit Rate Limit

logic Check

» Data Store (Redis) - Stores counters and
timestamps

. Coﬂfigumﬁon Service - Mmﬁas rate limit
rules (per user/IP/endpoint)

Rejed; /
Throttle
Request

How it werks

1. On each request, rate limiter checks how many
requests the user/IP has made in the time window.
2. If count < limit = Allow request and increment count.

Confis Service
(Rate Limit Rules)

3. If count 2 limit — Rejut or throttle the rgq_uesi.
4, Counters expire after the time window.




38. Desi.gn. a Parki.ns Lot Sﬂstem
Reﬂuiremenfs Hi.g’n. Level DesLHn Dmﬁram

¢ Park wvehicles of d.i.ﬁereni; types (car, bike, truck).
* Find available ?q.rkms slot. Client }
¢+ Park in and Po.rk out (checkout). [ CRRE, /Mo Mookl

e Caleulate Pnrk'ma fee.

Hi._qh Level Desi.gn. - Key COmpman.ks

o Client — Web / Mobile / Kiosk
* Entry / Exit Gate - Handles vehicle entry/exit
° Pa.rki.ns Lot Ma.n.a.ser = Ma.n.o.aes slots,

a.ssi.ﬂnme,rd.s and. pricing
. Pa.rki.nﬁ Level — Represents each fl.oor/level

. Purkj.n.s Spol: — Individual slot |

. Paymzni: Service = Handles Pcudmer\is Laval: 1 ]
¢ Database — Stores pa.rk“m.s records,

vehicle i.r'i._']ca:aJ Fa.ﬂmznts "
. Naﬂfmﬁon / Di.-splo.ﬂ {opﬁonﬂl) — Shows Sp?ti Spok 2| --- |SpetN

a.va.iia.bi.l.f:l::j, slot i.n.fo nualin.a.. |
How it works
; !:::CIL mt‘?rs’;HStB: -f m::h MMI& slot. Payment Service ': Notification / Display

: B Geslanee. NG Ve is parked. (Caleulate & Process o Lafe

(Availability, Slot Infe)

3. On exit, system colculates fee. Payment) L __I:J_' : _JE
4. Pu.ﬂmn{'. is Pracesse.d. and slot is released.

29, Desi.ﬂn. o No’ci.fi.ca.fi.on SHSJLem H'u&h el Deslﬁn D_mﬂmm

Bequiranoss

* Send nohfma,tmns to users thmu,sh m.ulhpl.z channels { Client / Appli.cai:i.on }
(push, email, SMS, in-app).

. SuPPnrJr. hish. d.ali.w.rb; volume . User Preferences

* Handle failures and retries. [ Notification Service (API) }e———— Service

* Notification preferences and scheduling.

¢ Database = Stores notification history, status
. R¢£r5 / Dead Letter Queue — Handles fa.-.Lu.res

High Level Design — Key Components Message Queue } __________________
e Client / Appti.co:l:ion - Tri.sgers nol'.ificoii.on (e.s., Ka.fka / RabbitMQ / 5QS) i
. Nn".i.fi.cu.l‘.i.on Service (API) - A.cce.F{‘.s and. ;
validates requests ¥ ¥ v . v i

. Mcsso.se Queue - Dacouples Producer and. Email SMS Push In-App I
consumers Worker Worke.r} Worker L Werker i

. No’ci.fi.caﬁ.on. Workers — Pick messages and. ; i } / i
deliver via msPecﬁve channels _ J,. ‘;, - 4, g .1, i

¢ Channel Services — Email, SMS, Push, In-ﬁ'xpp Email ‘ IRWU i
e User Prgfugmzs Service — Stores user Service Service Service i
preferences (FCM / APNs) | i

|

i

I

How it works ! Re’:rﬂ / Dead.
1. Application sends notification request to APL. Letter Queue
2 API validates and Pu.ts message in queue.

3. Workers consume messages and send via channel.
4. Status is updated in DB. Failures 90 to rel:rs queue.




40. Desi.gn. Wha’c.sAPP (Hiﬂh Level)

Reﬂui.re.ments

* Send 1-to-1 and group messages.

* Real-time message del:'.ver-d and. read receipts.
*+ Support media ('unges, videos, docs, voice) .

» Offline message storage and sync.

» Show online status, last seen.

Hth. Level DE.SLSI‘L - Ke:.j Componmf.s
e Client — Mobile / Web aaPPLimii.on_

H_Lgh. Level Destﬁn Diagram

Clients
{(Mobile / Web)

0 &

[ APT Gateway ’

(Aath, Routing, Rate Limiting)

o API Ga.i;ewaﬂ — Auth, roub'.n-ﬁ, rate luruh-nﬂ ¢ ‘
o Authentication Service — Handles losin.,
Auth Messn.sr.
session, tokens. Sersi y
rViCE Szmg
. Messaﬂe Service - Send, store and fe.tch messages . T T
e Presence Service — Online status, last seen. i H
—
. Nuﬂfmaﬁon Service — Push no’c;fn.ca.’cwn.s E = v ¥
e Media Service - Upl.oa.d. and serve media fLI.e.s E S—
¢ Database - Stores users, messages, groups. |! ; Dataobase
¢ Cache (Redis) - Recent chats, presence, sessions. | Uéers' Mzszm‘%ﬁ’
I roups, eLc,
. Massa.ﬂe Queue - For asyne Proce.ssi.n.s and . S P]____.-
'Pu.sh nob'.fh:.o.l:i,ons. (53 / Blob
M - Storage)
How it works g
——— (Knﬁm / RabbitMQ / SQS)
1. User sends message = Message Service. l
2. H!.ssn.sestamd.hmDBund.Push!dtoruaLPients in real-time. i L
3. If recipient offline, message stored and delivered later. ( \ i -
b, Noﬂfwﬂﬁon Service sends push na’ciflcaii.on. |P“sh5r:c*fj fﬁkﬁrﬁ:‘d Work::s:]
5. Clients sync chats when l'.l-uat' come online. L g L g £l
41 DES'LSH. E_Commerce ChECkOLLt SHStﬁm
Hiﬂh Level Desiﬂn. Diaamm
Reﬂque.ments
¢« Add items to cart and Fl.u.ce. order. Cliagl
(Web / Mohile)
- APPLﬂ coupons and calculate totals.
+ Multiple payment methods . D :I;.
+ Handle Po.tlm.eni; success / fuilu.re.
» Send order confirmation. [ API Gateway J
Hiﬁh Level Desi.sn. - Kea Compom’.n.{:s Rautingy Heith)
o (Client — Web / Mobile applic.ai:tan. 'L 'L 'L 'L'
« API Gm‘:ewo.ﬂ — Routes and secures reclu.ests. Cort Oih Tsmmiony Pricing Pemand
* Cart Service - Manage cart, items. S i, ; . :
¢ (Order Service — Create and manage orders. T T I
* Inventory Service — Check and reserve stock. E=——a=s l 'I 'E “““““““““ i
e Pricing Service - Calculate price, discounts i '
P““"s : price; apply ] = oWy
* Payment Service — Process payments. Daktabase ’ / Sirpe
. Noli,fmqi:i.on Service — Email / SMS confu.rm.oii.cns. (Orders, Users, d::.:)
* Database - Orders, users, payments, products. (Products, Payments) :
¢ Message Queue - For async operali.on.s. i l_f
How it works ‘ Mesmﬂo_ Queue }(A
i o T e (Kn_fl:u. / RabbitMQ / SQS)
2, User clicks checkout — Pricing & Inventory checks.
3. Order created — Pnﬂmzn.l initiated . ¢ . L — ._¢__|
4 On Fmﬂmerl.t success — Order coﬂfl.rmed, Nol".‘fm :Inmr!:l Updai'el An.olgﬁiu 7
inventory updated, notification sent. e Werkee Reparting |
(Email / SMS) Service |

5. On fa.-]ure - Order cancelled / rel:rﬂ_
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42. Desi.sn a File Sl:.omge Sastem (e‘ﬂ., Goosl.e Drive / Dropbox)

Reﬂui.reme.n{;s

* Store and manage l.nrg_e ﬁles

* Upload, dounload, delete, update files.
e Share fles and manage permissions.

* Suppert versioning and restore.

* Scalable, Huﬁl-n.lﬂ available and durable.

High Level Design - Key Components

e (Client - Web / Mobile / Deskl:up application.

* APl Gateway - Handles requests, auth,
thml:tlj.n.a.

¢ Auth Service - Loain, authorization, tokens.

¢ File Service - Handles fllz metadata aPeroiion.s.

. Stor*o.se Service - Stores fd.e chunks in ol:-jcci
stura.sz

* Metadata DB - Stores fmle 'm.fo, OwWners,
Fem'.i.ssinns, versions .

¢ Chunker Service - Splits large files into chunks.

e Search Service — Search files bﬂ name/content .

. Nnﬂfmﬂon Service — File share, actions ete.

» CDN - Fast download of fules.

How it works

1. On upload, flle is split inte chunks and stored
in obJ'ed. sl‘omge.

2. Metadata is saved in DB.

3. On download, mr.}uirui chunks are febchtd. and.
assembled .

4. Permissions checked be_fore shq.rms access.

5 Versioning lueps older copies for restore.

HLSI’I Level Desi.ﬂn. Dia.ﬂ,rum

Clients
(Web / Mcbile / Desktop)

208

v

File Service
(Metadata
Operakions}
5
)
. ¥xVe
(Files, Users, (S3 / GCS /
Permissions, Azure Blob)
Versions)
— i
L " —— -
Search Service Notification Service CDN
(Search FJH name/ (Shu.n.ns, ackions, (Fast _f"ll!

43, De.siﬂn. an Authentication Sﬂstem

Reﬂui.rements
o Secure user registration and lusi.n..

. Su.FPor't losi.ﬂ. with Pnssmord. and. OAuth.

e Issue and validate tokens (session/JWT).

* Handle password reset / change.

. Su?Por'l'. lrul.u:'l.-fn.l::tnr authentication (MFA).
o Scaloble and secure.

High Level Desiﬂn. - KeH Ccmpone.ul:s

¢ Client - Web / Mobile / APP.

L] API Gatﬂwﬂﬂ T Rcl.ll:es ﬂ.nd. SECWUres reclus‘:s.
o Auth Service - Handles lasi.n., resisl:er, l.osou.t.
* User Service - Manages user profile

» Token Service — Generates and wvalidates tokens.
* Password Service - Hashing, reset, change.

* MFA Service — Sends QTP / verifies.

¢ Database — Stores users, credentials, sessions.

» Coche (Redis) - Stores tokens / blacklisted tokens.

How it works

1. User rlsisters or loss in via client.

2. Auth Service volidates credentials.

3. On success, Token Service issues access token
(and refresh token).

4. Token is used for authenticated requests.

5. Feor Pr\o’mctnd. actions, token is validated.

6. Tokens can be revoked / expired..

Hiﬂh Level Desi,qn D’ulsmm

Clients
(Web / Mobile / App)

=) D o= OAuth Providers

l (Google, GitHub,
Facebook, etc.)
APL Gateway
~
{ (Routing, Rake Limiting) GOO
Auth Service User Service
(Login, Register, (Profile
Logaut) Management) Validate Tekens)
T
7
I TS
Pu.ssword. Semu
(Hnshirua, Reset,

{:hanse Passward)

Common Considerations (Both Designs)
* Smlnhilits * High ﬁvail.ahilil:& - Sea.u'u‘.ﬁ * Hon?l‘arins & Lnﬂalns
ot Bm:ku{ﬁ & Disaster Reowerﬁ * Cost Oplun.l.w.hun




| 42 Wha{'. are r‘ea.d. repl.i.ca.s ? 'W'hen. SI‘LOIJ.I.&. HOLI. use {hem ?
® Read repl.i.cas are copies of the primary database that replicate data u.sgm:hranouslg.
. T]uH he.l.P in scalinﬁ read. opgraﬁnn.s and. improving 555&#\. Perfor‘mnu.
e Data is written to the Pri.rrmrs DB and then replim{‘.e.d to rep{.ico.s.
° Repl.i.cas handle read queries , r-ecl.u.cmﬁ load on the Prhnarﬂ DB.
e Use Cases :
@ Rem:l—l'\eavﬂ appUm.ﬁou.s
@ Repor{'.i.n.a and a.rmlﬂhr.s
@ Global distribution (read frorn. nearest resi.on.)
@ Hiﬁl\ a.vu.ila.hili.ts and disaster recovery

43 What is service discoverﬂ in microservices 7

¢ Service dasc:wu‘s is the mechanism I'JqJ which services fi.nd. and communicate with each other.
o In microservices, instances can c]'u:.n.se (scale up."d.nwn), so hard&odms not Poss?bLe.

* Services resi.ste.r themselves with a service rtsi.strﬂ.

* Other services query the rt.si.s{:rs to fmd. available instances.

¢ Common Tools : Eureka, Consul, Zookeeper, Kubernetes DNS.

. Bc.rwf'd:.s: DHna.m.i,c. sc.uli.ns, load. ba.lu.n:.hxﬁ, fu.u.l.i:. tolerance .

44 What are WebSockets ? How are H'uzﬂ differe.nﬁ Jcrom, HTTP 7

* WebSockets provide a persistent, full-duplex communication channel over a single TCP connection.
* They enable real-time, low-latency data exchange between client and server.

o lUse Cases : Chat a.PPli.caJ:i.ons, Live noh‘fu.m.hmu, online aa.mi.ns, stock upd.n.{es,

* Differences from HTTP :

HTTP WebSockets
o Connection is short-lived o Connection is long - lived.
* Request-Response model ¢ Full-Duplex (bi-directional)
* Each request creates a new connection * Single connection reused
* Higher overhead * Lower latency and overhead

45, How do retries, e.xpon.e.nti.ul ba.cknf_f and timeouts i.rn.Prove. sHs{;em. rel.i.a.bilii& ?

e Retries : If a requgsl'. fauls due to i:empcrars lssues re{'.r:.Ji.n.g increases chances of success.
° ExFonzn!‘.i.n.L Bu.ckof_f Wait time between retries increases uponan.«‘:-.a.l.'.ﬂ (1s, 2s, 4s, 8s...).
e Timeouts : Prevent l-.an.am.s recluaslr.s; i.f a service doesn't respon.d in time, _fml J:asL

s Jitter : Add random delay to avoid retry storms when many clients retry at once.

® These techniques improve resiliency and reduce fa.i.l.ure impact.

46. What is observabil.i.ts ? Expl.a.m. Loss, Metrics and Traces.
. Ohservabi.l.ii-d is the ahul.:.la to understand the internal state of a sasi:em based on its outputs.
s Tt h.el.Ps n mani.tnri,n.ﬁ, debuﬂgina and i.mprovinﬁ s:.jst‘.em Psrformqnce.

@ Logs : Discrete events with hmesl:a.mp Useful for d.ebu.sgl.na issues .

(@) Metrics : Numerical measurements over time (CPU usage, recl_ue.si'. count, Lu.{:em&).

@ Traces : Track a requ.est as it flows across nu.a.lhpj.z services. He'.Ps in root cause a.nal-dsi.s.
. Toaeﬂ'l.er, U‘LeH Provi.d.e vi,si.i:i.l.i.{'_ﬂ into sHsl'.e.m health and Per-formnnce.




| 47. What are hot po.rl:i.{.i.on.s and how can you avoid them ?

| ¢ Hot partitions occur when a particular partition receives much more traffic than others.
o This causes uneven load, high latency and can even lead to failures.
¢ Common in systems using sharding or partitioning (e.g., databases, Kafka, Cassandra).
* How to awoid :

. @ Choose o good partition key that distributes data evenly.

| @ Use hashing or consistent hashing.

| (3 Add randomnass / salting, to ‘the key if necessary.

@ Monitor partition metrics and rebalance if needed.

- 48. What is data c.omPressi.on and. whﬂ is it used ?
¢ Data compression reduces the size of data btl removing redundancy.
* It can be lossless (all data recovered) or lossy (some data lost for higher com.Pressi.on.}.
¢ Why it is used :
@ Reduce storage space.
@ Reduce network bandwidth and transmission time.
@ Improve performance (faster transfers).
@ Lower cost for storage and network usage.

49. What is rate limiting vs throttling ?

o Both are used to control the number of requests, but they are different.

* Rate Limiting : Restricts the number of requests o client can make in a given time window.
(e.s.. 100 req.uzsts per minute)

® Throttling : Reduces the rate of requests when the system is under heavy load
to maintain stability.

. Tzch:ﬁ.cl’ugs used :

Rate Limiting Algorithms Theottling Techniques
@ Token Bucket @ Slow down reqvl.l.est rate d.Bn.a.m.caﬂ.H
@ Lea.ka Bucket @ Queue req'u:sls
@ Fixed Window Counter @ ReJ'ecE. excess req'ml:.s
@ Sliding Window Log @ Use backpressure

50. What are Bloom Filters ? Where are they used ?

* Bloom Filter is a space-efficient probabilistic data structure used to test whether an element
is a member of a set.

e It can return false positives but never fa]sa negatives.

* It uses a bit array and. mu.d.l'.LPle hash fu.n.r.hons

¢ Where it is used :

Caching systems (e.g., check if item may exist before querying DB)

Databases to reduce disk Llookups.

Web browsers to check |._f a URL is malicious.

Distributed systems for membership tests.

Search engines, DNS sHslems, and. spam fi.i.kers.
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